EO/US 
PCT/US0(yi2721 

P/ ^NT COOPERATION TREAT ) 



From the INTERNATIONAL BUREAU 



PCT 

NOTIFICATION OF ELECTION 
(PCT Rule 61.2) 


To: 

Commissioner 

US Department of Commerce 
United States Patent and Trademark 
Office, PCT 

201 1 South Clark Place Room 

CP2/5C24 

Arlington, VA 22202 
ETATS-UNIS D'AMERIQUE 

in itc nar itv as ftlfiCtfid Off ICG 


Date of mailing: 

23 November 2000 (23.1 1 .00) 


International application No.: 

PCT/USOO/12721 


Applicant's or agent's file reference: 
42002-000026 


International filing date: 

09 May 2000 (09.05.00) 


Priority date: 

13 May 1999 (13.05.99) 


Applicant: 

BROOKNER, George, M. 



1. The designated Office is hereby notified of its election made: 

Px] in the demand filed with the International preliminary Examining Authority on: 

19 September 2000(19.09.00) 



I [ in a notice effecting later election filed with the International Bureau on: 



2. The election \ X| 

□ 



was not 



made before the expiration of 19 months from the priority date or, where Rule 32 applies, within the time limit under 
Rule 32.2(b). 



The International Bureau of WiPO 
34, chemin des Colombettes 
1211 Geneva 20, Switzerland 



Facsimile No.: (41-22)740.14.35 



Authorized officer: 



Telephone No. 



J. Zahra 

(41-22) 338.83.38 



Form PCT/lB/331 (July 1992) 



3660479 



H'l OKOO^'^Md-W/t-/ PCT/USOO/12721 

ENT COOPERATION TF 



From the INTERNATIONAL BUREAU 



PCT 


To: 






RECEIVED 




NOTIFICATION OF RECEIPT OF 
RECORD COPY 


YIP, Alex, L. 


AUG 2 1 im 




(PCT Rule 24.2(a)) 


P.O. Box 670425 
Flushing, NY 11367 


PERMAN AND GREEN LLP 






ETATS-UNIS D'AM 


:RIQUb 



Date of mailing (day/month/year) 
12 July 2000(12.07.00) 



Applicant's or agenf s file reference 
42002-000026 



IMPORTANT NOTIFICATION 



International application No. 
PCT/USOO/12721 



The applicant is hereby notified that the International Bureau has received the record copy of the international application as 
detailed below. 

Nanne(s) of the applicant(s) and State(s) for which they are applicants: 

ASCOM HASLER MAILING SYSTEMS, INC. (for all designated States except US) 
BROOKNER, George, M. (for US) 

International filing date : 09 May 2000 (09.05.00) 

Priority date(s) claimed 13 May 1999 (13.05.99) 

Date of receipt of the record copy 

by the International Bureau : 1 5 June 2000 (1 5.06.00) ' 

List of designated Offices 

EP :AT,BE,CH,CY,DE,DK,ES,FI,FR,GB,GRJEJT,LU,MC,NUPT,SE 
National :CA,US 



ATTENTION 

The applicant should carefully check the data appearing in this Notification. In case of any discrepancy between these data 
and the indications in the international application, the applicant should imnnediately inform the international Bureau. 

In addition, the applicant's attention is drawn to the infomnation contained in the Annex, relating to: 
time limits for entry into the national phase 
confirmation of precautionary designations 
requirements regarding priority documents 



X 



A copy of this Notification is being sent to the receiving Office and to the InterhationalSearching Authority. 



The International Bureau of WlPO 
34, chemin des Colombettes 
1211 Geneva 20, Switzerland 



Facsimile No. (41-22)740.14.35 



Authorized officer: 

V. Gross 

Telephone No. (41-22)338.83.38 




Form PCT/IB/301 (July 1998) 



003404074 



J ANNiJ^OFORM PCT/IB/301 



INFORMATION ON TIME LIMITS FOR ENTERING THE NATIONAL PHASE 

The applicant is reminded that the "national phase" must be entered before each of the designated Offices indicated in the 
Notification of Receipt of Record Copy (Form PCT/IB/301) by paying national fees and furnishing translations, as prescribed by 
the applicable national laws. 

The time limit for performing these procedural acts is 20 MONTHS from the priority date or, for those designated States 
which the applicant elects in a demand for international preliminary examination or In a later election, 30 MONTHS from the 
priority date, provided that the election is made before the expiration of 19 months from the priority date. Some designated (or 
elected) Offices have fixed time limits which expire even later than 20 or 30 months from the priority date. In other Offices an 
extension of time or grace period, in some cases upon payment of an additional fee, is available. 

In addition to these procedural acts, the applicant may also have to comply with other special requirements applicable in 
certain Offices. It is the applicant's responsibility to ensure that the necessary steps to enter the national phase are taken in a 
timely fashion. Most designated Offices do not issue reminders to applicants in connection with the entry into the national 
phase. 

For detailed information about the procedural acts to be performed to enter the national phase before each designated 
Office, the applicable time limits and possible extensions of time or grace periods* and any other requirements, see the relevant 
Chapters of Volume II of the POT Applicant's Guide. Information about the requirements for filing a demand for international 
preliminary examination is set out in Chapter IX of Volume i of the POT Applicant's Guide. 

GR and ES became bound by POT Chapter II on 7 September 1996 and 6 September 1997, respectively, and may, therefore, 
be elected in a demand or a later election filed on or after 7 September 1996 and 6 September 1997, respectively, regardless of 
the filing date of the international application. (See second paragraph above.) 

Note that only an applicant who is a national or resident of a PCT Contracting State which is bound by Chapter II has 
the right to file a demand for international preliminary examination. 



Intel 



Intemattonal application No. 

PCT/USOO/12721 



CONFIRMATION OF PRECAUTIONARY DESIGNATIONS 

This notification lists only, specific designations made under Rule 4.9(a) in the request. It is Important to check that these 
designations are correct. Errors in designations can be corrected where precautionary designations have been made under 
Rule 4.9(b). The applicant is hereby reminded that any precautionary designations may be confirmed according to Rule 4.9(c) 
before the expiration of 15 months from the priority date. If it is not confirmed, it will automatically be regarded as withdrawn 
by the applicant. There will be no reminder and no invitation. Confirmation of a designation consists of the filing of a notice 
specifying the designated State concerned (with an indication of the kind of protection or treatment desired) and the payment 
of the designation and confirmation fees. Confirmation must reach the receiving Office within the 15-month time limit 



REQUIREMENTS REGARDING PRIORITY DOCUMENTS 

For applicants who have not yet complied with the requirements regarding priority documents, the following is recalled. 

Where the priority of an earlier national, regional or international application is claimed, the applicant must submit a copy 
of the said earlier application, certified by the authority with which it was filed ("the priority document") to the receiving Office 
(which will transmit it to the International Bureau) or directly to the International Bureau, before the expiration of 16 months from 
the priority date, provided that any such priority document may still be submitted to the International Bureau before that date of 
international publication of the international application, in which case that document will be considered to have been received 
by the International Bureau on the last day of the 16-month time limit (Rule 17.1(a)). 

Where the priority document is issued by the receiving Office, the applicant may, instead of submitting the priority 
document, request the receiving Office to prepare and transmit the priority document to the International Bureau. Such i-equest 
must be made before the expiration of the 16-month time limit and may be subjected by the receiving Office to the oavment 
of a fee (Rule 17. 1(b)). 

If the priority docunrient concerned is not submitted to the International Bureau or if the request to the receiving Office 
to prepare and transmit the priority document has not been made (and the corresponding fee, if any, paid) within the applicable 
time limit indicated under the preceding paragraphs, any designated State may disregard the priority claim, provided that no 
designated Office may disregard the priority claim concerned before giving the applicant an opportunity to furnish the priority 
document within a time limit which is reasonable under the circumstances. 

Where several priorities are claimed, the priority date to be considered for the purposes of computing the 16-month time 
limit is the filing date of the earliest application whose priority is claimed. 



Form PCT/IB/301 (Annex) (July 1998) 



003404074 



ft 



PCT/USOO/12721 



NT COOPERATION TREAT^' 'jyopoo^^'^^ 



From the INTERNATIONAL BURE 



PCT 

NOTIFICATION CONCERNING 
SUBMISSION OR TRANSMITTAL 
OF PRIORITY DOCUMENT 

(PCT Administrative Iristructions, Section 411) 



Date of mailing (day/month/year) 
28 July 2000 (28.07.00) 



Applicant's or agent's file reference 
42002-000026 



To: 



YIP, Alex, L. 
P.O. Box 670425 
Flushing, NY 11367 
ETATS-UNIS D'AMERIQUE 



SEP 2 5 2000 



PERMAN AND GREEN 



LLP 



IMPORTANT NOTIFICATION 



International application No. 
PCT/USOO/12721 



International filing date (day/month/year) 
09 May 2000 (09.05.00) 



International publication date (day/month/year) 
Not yet published 



Priority date (day/month/year) 

13 May 1999 (13.05.99) 



Applicant 

ASCOM HASLER MAILING SYSTEMS, INC. et al 



1 The applicant is hereby notified of the date of receipt (except where the letters "f^R" appear m the "^►^^■'^'"'^^f^l"'""' 
^rternational Bureau of the priority document(s) relating to the earlier applicat.on s .nd.cated below. Unless otherwise 
ndlcated by an asterisk appearing next lo a date of receipt, or by the letters "NR", m the ' '^''^-^^f or bT 

document concerned was submitted or transmitted to the International Bureau in compliance with Rule 1 7.1 (a) or (b). 

2. This updates and replaces any previously issued notification concerning submission or transmittal of priority documents. 

3 An as^koTppearing next' to a date of receipt, in the right-hand column/denotes a priority ^o*'"'"^"*^"^";'!*!!;!, 
or transmitted to the International Bureau but not in compliance with Rule 17.1 (a or (b). In such a cas« *e attert^^ 
of tfie aDDlicant is directed to Rule 17.1 (c) which provides that no designated Office may disregard the priority claim 
^Srn^d^fore S the applicant an opportunity, upon entry into the national phase, to furnish the priority document 
within a time limit which is reasonable under the circumstances. 

4 The letters "NR" appearing in the right-hand column denote a priority document which was not received by the International 
S?ea^wWch the applicant did not request the receiving Office to prepare and transmit to the ^"/^f , 
as provided by Rule 1 7.1 (a) or (b), respectively. In such a case, the atteirtion of the applicant is directed to Rule 17.1(c) which 
provides that no designated Office may disregard the priority claim concerned be ore giving the ^^^''l^^^^^^^^V-l'''^ ' 
u^n entry into the national phase, to furnish the priority document within a time limit which is reasonable under the 
circumstances. 



Priority date Priority aPDlication No. 

13 May 1999 (13.05.99) 60/133,921 



Cjtpuntrv o r regional Office 
or PCT re rftivina Office 

US 



Date of receipt 
nf priority document 

30 June 2000 (30.06.00) 



The International Bureau of WlPO 
34, Chemin des Colombettes 
1211 Geneva 20, SwHzeriand 



Facsimile No. (4V22) 740.14.35 



Authorized officer 

Khemais BRAHMi 
Telephone No. (41-22)338.83.38 



Form PCT/IB/304 (July 1998) 



003437858 



% 



NT COOPERATION TREA 



PCT/USOO/12721 



From the INTERNAL 



PCT 

NOTIFICATION OF THE RECORDING 
OF A CHANGE 

(PCT Rule 92bis.1 and 
Administrative Instructions, Section 422) 



Date of mailing (day/month/year) 

20 September 2000 (20.09.00) 



To: 



SEP 2 9 2000 

GREEN, Clarende 

Perman & Gree TO<«AN AND GREEN LLP 



425 Post Road 
Fairfield, CT 06430 
ETATS-UNIS D'AMERIQUE 



Applicanf s or agenf s file reference 
42002-000026 



IMPORTANT NOTIFICATION 



International application No. 
PCT/USOO/12721 



International filing date (day/month/year) 
09 May 2000 (09.05.00) 



Name and Address 


State of Nationality 


State of Residence 


YIP, Alex, L. 






P.O. Box 670425 
Flushing, NY 11367 
United States of Annerica 


Telephone No. 

(646) 458-2340 




Faosimile No 






(646) 458-2341 






Teleprinter No. 











1. The following indications appeared on record concerning: 



I I the applicant 



□ 



the inventor 



the agent 



□ 



the comnnon representative 



2. The International Bureau hereby notifies the applicant that the following change has been recorded conc erning: 
I X| the person | [ the name [ | the address | | the nationality | | the residence 



Name and Address 

GREEN, Clarence 
Perman & Green, LLP 
425 Post Road 
Fairfield, CT 06430 
United States of America 



state of Nationality 



State of Residence 



Telephone No. 

(646) 458-2340 



Facsimile No. 

(646) 458-2341 



Teleprinter No. 



3. Further observations, if necessary: 



4. A copy of this notification has been sent to: 
I X| the receiving Office 
[ I the International Searching Authority 
I I the International Preliminary Examining Authority 



I I the designated Offices concerned 
I I the elected Offices concerned 
I I other: 





Authorized officer 


The International Bureau of WlPO 


34, chemin des Colombettes 


Jean-Marie McAdams^^^s^ 


1 21 1 Geneva 20, Switzerland 




Facsimile No.: (41-22) 740.14.35 


Telephone No.: (41-22) 338.83.38 ^ / 


Form PCT/IB/306 (March 1994) 


003535454 



NT COOPERATION TREA 



wo 00/70503 
PCT/USOO/12721 



"770 poo ^SH3. -CuQC^(S\> 

From the INTERNATIONAL BUREAU 



PCT 

NOTICE INFORMING THE APPLICANT OF THE 
COMMUNICATION OF THE INTERNATIONAL 
APPLICATION TO THE DESIGNATED OFFICES 

(PCT Rule 47.1(c), first sentence) 



To: 



GREEN, Clarence 
Perman & Green, LLP 
425 Post Road 
Fairfield, CT 06430 
ETATS-UNIS D', 



V- ft v.Kts. M:;*' ^.-TJ- J ^ - :ia..; vla* ' \ 

DtC 0 5 ZOOO I 



AMERIOUE I 

PER8SAW Mm mmm kip\ 



Date of mailing (day/month/year) 

23 November 2000 (23.11.00) 




Applicanfs or agent's file reference 
42002-00(^^ 


IMPORTANT NOTICE 


International application No. 
PCT/USOO/12721 


International filing date (day/month/year) 
09 May 2000 (09.05.00) 


Priority date (day/month/year) 
13 May 1999(13.05.99) 


Applicant 

ASCOM HASLER MAILING SYSTEMS, INC. et al 



1. Notice Is hereby given that the International Bureau has communicated, as provided in Article 20, the international application 
to the following designated Offices on the date indicated above as the date of mailing of this Notice: 

US 

In accordance with Rule 47.1 (c), third sentence, those Offices will accept the present Notice as conclusive evidence that 
the communication of the international application has duly taken place on the date of mailing indicated above and no copy 
of the international application is required to be furnished by the applicant to the designated Office(s). 

2. The following designated Offices have waived the requirement for such a communication at this time: 

CA^EP 

The communication will be made to those Offices only upon their request. Furthermore, those Offices do not require the 
applicant to furnish a copy of the international application (Rule 49.1(a-bis)). 

3. Enclosed with this Notice is a copy of the international application as published by the International Bureau on 
23 November 2000 (23.1 1.00) under No. WO 00/70503 

REMINDER REGARDING CHAPTER II (Article 31(2)(a) and Rule 54.2) 

If the applicant wishes to postpone entry into the national phase until 30 months (or later in some Offices) from the priority 
date, a demand for international preliminary examination must be filed with the competent International Preliminary 
Examining Authority before the expiration of 19 months from the priority date. 

it is the applicanfs sole responsibility to monitor the 19-month time limit. 

Note that only an applicant who is a national or resident of a PCT Contracting State which is bound by Chapter II has the 
right to file a demand for international preliminary examination. 

REMINDER REGARDING ENTRY INTO THE NATIONAL PHASE (Article 22 or 39(1)) 

If the applicant wishes to proceed with the international application In the national phase, he must, within 20 months 
or 30 months, or later in some Offices, perform the acts referred to therein before each designated or elected Office. 

For further important information on the time limits and acts to be performed for entering the national phase, see the 
Annex to Form PCT/IB/301 (Notification of Receipt of Record Copy) and Volume II of the PCT Applicanfs Guide. 



The Intemational Bureau of WlPO 
34, chemin des Colombettes 
1211 Geneva 20, Switzerland 



Facsimile No. (41-22) 740.14.35 



Authorized officer 

J. Zahra 

Telephone No. (41-22) 338.83.38 



Form PCT/lB/308 (July 1996) 



3662338 



PA' 



PCT 



^ ,j PCT/USOO/12721 



COOPERATION TREAT 

From the INTERNATIONAL BUREAU 



INFORMATION CONCERNING ELECTED 
OFFICES NOTIFIED OF THEIR ELECTION 

(PCT Rule 61.3) 



Date of mailing (day/month/year) 

23 November 2000 (23.1 1.00) 



To: 



GREEN, Clarence 
Perman & Green, LLP 
425 Post Road 
Fairfield, CT 06430 
ETATS-UNIS D'AMERIQUE 



Applicant's or agenf s file reference 
42002-000026 


IMPORTANT INFORMATION 


International application No. 
PCT/USOO/12721 


International filing date (day/month/year) 
09 May 2000 (09.05.00) 


Priority date (day/month/year) 
13 May 1999 (13.05.99) 


Applicant 

ASCOM HASLER MAILING SYSTEMS, INC. et al 



1. The applicant is hereby informed that the International Bureau has, according to Article 31(7), notified each of the following 
Offices of its election: 

EP :AT,BE,CH,CY,DE,DK,ES,FI,FR,GB,GRJEJT,LU,MaNUPT,SE 

National :CA,US 

2. The following Offices have waived the requirement for the notification of their election; the notification will be sent to them 
by the International Bureau only upon their request: 

None 

3. The applicant is reminded that he must enter the "national phase" before the expiration of 30 months from the priority date 
before each of the Offices listed above. This must be done by paying the national fee(s) and furnishing , if prescribed, a 
translation of the international application (Article 39(1 )(a)), as well as, where applicable, by furnishing a translation of any 
annexes of the international preliminary examination report (Article 36(3)(b) and Rule 74.1). 

Some offices have fixed time limits expiring later than the above-mentioned time limit For detailed information about the 
applicable time limits and the acts to be performed upon entry into the national phase before a particular Office, see Volume II 
of the PCT Applicant's Guide. 

The entry into the European regional phase is postponed until 31 months fronn the priority date for all States designated for 
the purposes of obtaining a European patent. 





Authorized officer: 


The intemattonal Bureau of WiPO 




34, chemin des Colombettes 


J. Zahra 


121 1 Geneva 20, Switzerland 




Facsimile No. (41-22) 740.14.35 


Telephone No. (41-22) 338.83.38 


Form PCT/IB/332 (September 1997) 


3662338 



The demand must be filed directly with the 
with the one chosen by the applicant 

IPEA/yS 



'1^ 



tent International Preliminary Examining Authority i 
^name or two-letter code of that Authority may be 



\two or more Authorities are competent, 
fled by the applicant on the line below: 



PCX 

DEMAND 

under Article 3 1 of tlie Patent Cooperation Treaty: 
Tlie undersigned requests that tlie international application specified below be the subject of 
international preliminaiy examination according to the Patent Cooperation Treaty and 
hereby elects all eligible States (except where otlierwise indicated). 



CHAPTER II 



Identification of IPEA 


Etete of receipt of DEMAND 


Box Na I roENTIFICATION OF THE INTERNATIONAL APPUCATION 


Applicant's or agent's file reference 
770P009542WO 


International application No. 
PCT/USOO/12721 


International filing date (day/montlt/year) 
09 May 2000 ( 09.05.00 ) 


(Earliest) Priority date (day/month/year) 
13 May 1999 ( 13.05.99 ) 



Title of invention 

TECHNIQUE FOR SECURE REMOTE CONFIGURATION OF A SYSTEM 



Box No. n APPLICANT(S) 



Name and address: (Family name followed by given name; for a legal entity, full official 
designation. The address must include postal code and name of country.) 


Telephone No.: 
(203) 926-1087 


Ascom Hasler Mailing Systems, Inc. 


19 Forest Parkway 


Facsimile No.: 


Shelton. Connecticut 06484-0904 




United States of Annerica 






Teleprinter No.: 



State (that is, countty) of nationality: 
US 



State (that is, country) of residence: 
US 



Name and address: (Family name followed by given name; for a legal entity, full official designation. The address must include postal code and 
name of country) 

Brookner, George M. ' 

1 1 Surrey Drive 

Norwalk. Connecticut 06851 

United States of Annerica 



State (that is, country) of nationality: 


State (that is, country) of residence: 


US 


US 



Name and address: (Family name followed by given name; for a legal entity, full official designation. The address must include postal code and 
name of country.) 



State (that is, country) of nationality: 



State (that is, country) of residence: 



I j Further applicants are indicated on a continuation sheet. 



Fonn PCT/IPEA/401 (first sheet) (July 1998; reprint July 2000) 



Legaistar 2000. Fonn PCTDEM See Notes to the demand form 



4 

InClnia 



Sheet No. 



!iational application No. 
PCT/USOO/12721 



Box No. m AGENT OR COMMON REPRESENTATIVE; OR ADDRESS FOR CORRESPONDENCE 



The following person is IXI agent I I common representative 

and has been appointed earlier and represents the applicant(s) also for international preliminary examination. 

is hereby appointed and any earlier appointment of (an) agent(s) /common representative is hereby revoked. 

□ is hereby appointed, specifically for the procedure before the International Preliminary Examining Authority, in 
addition to the agent(sycommon representative appointed earlier. 



Name and address: (Family name /bllowed by given name; for a legal entity, full official designation. 
The address must include postal code and name of country,) 

Green, Clarence K 
Perman & Green, LLP 
426 Post Road 
Fairfield, Connecticut 06430 
United States of America 



Telephone No.: 
(203) 259-1800 



Facsimile No.: 
(203) 255-5170 



Teleprinter No.: 



□ Address for correspondence: Mark this check-box where no agent or common representative is/has been appointed and 
the space above is used instead to indicate a special address to which correspondence should be sent 



Box No. IV BASIS FOR INTERNATIONAL PRELIMINARY EXAMINATION 



Statement concerning amendments: * 

1. The applicant wishes the international preliminary examination to start on the basis of: 

the international application as originally filed, 
the description iXI as originally filed 

I I as amended under Article 34 

the claims IXI as originally filed 

I I as amended under Article 1 9 .(together with any accompanying statement) 
1 "I as amended imder Article 34 

the drawings |XI as originally filed 

I I as amended under Article 34 

2. I I The applicant wishes any amendment to the claims imder Article 1 9 to be considered as reversed. 

3. I I The applicant wishes the start of the international preliminary examination to be postponed until the expiration of 

20 montlis from the priority date unless the International Preliminary Examing Authority receives a copy of any 
amendments made under Article 19 or a notice from the applicant that he does not wish to make such amendments 
(Rule 69. 1(d)). (Dus check-box may be marked only where the time limit under Article 19 has not yet expired,) 
Where no check-box is marked, international preliminary examination will start on the basis of the international application 
as originally filed or, wliere a copy of amendments to tlie claims under Article 1 9 and/or amendments of the international 
application under Article 34 are received by the Intematioiial Preliminary Examining Authority before it has begun to draw 
up a written opinion or the international preliminary examination report, as so amended. 



Language for the purposes of international preliminary examination: English 

IXI which is the language in which the international application was fiVed. 

I I A^ch is the language of a translation furnished for the purposes of international search. 

□ 

which is the language of publication of the international application. 

□ 

which is the language of the translation (to be) furnished for the purposes of international preliminary examination. 



Box No. V ELECTION OF STATES 



The applicant hereby elects all eligible States (that is, all States which have been desiffuited and which are bound by Chapter II of 
thePCT) 

excluding the following States which the applicant wishes not to elect: 



Form PCT/IPEA/401 (second sheet) (July 1 998; reprint July 2000) tegaistar 2000, Form pctoem ^^^^^ demand form 



i 



Sheet No. 



4. 



itional application No. 
PCTAJSOO/12721 



Box No. VI CHECKLIST 



The demand 
Box No. IV, 



in 



d is accompanied by the following elements, in the language referred to i 
for the purposes of international preliminary examination: 

1. translationof international application sheets 

2. amendments under Article 34 sheets 



3. copy (or where required, translation) 
of amendments under Article 1 9 



4. copy (or, where required, translation) 
of statement under Article 1 9 



5. letter 

6. other (specify) 



sheets 

sheets 
sheets 
sheets 



For International Preliminary 
Examining Authority use only 



received 



□ 
□ 



□ 
□ 
□ 



not received 



□ 

□ 
□ 
□ 



The demand is also accompanied by the item(s) marked below: 

1 . fee calculation sheet 

2. I I separate signed power of attorney 

py of general power oft 
Terence number, if any: 



3. I j copy of general power of attorney; 



4. I { statement explaining lack of signature 

5. I I nucleotide and or amino acid sequence listing in 
•—I computer readable form 

oihex (specify): Check for payment of fees 



6. 



Box No. Vn SIGNATURE OF APPLICANT, AGENT OR COMMON REPRESENTATIVE 



Next to each signature, indicate the namg^f the person signing and the < 
f^vious from reading the demand). 



Clarence A. Green 
(Agent) 





city in which the person signs (if such capacity is not 



For International Preliminary Examining Authority use only ' 



1. Date ofactual receipt of DEMAND: 



2 . Adj usted date of receipt of demand due 
to CORRECTIONS under Rule 60.1(b): 



3. I I The date ofreceiptofthe demand is AFTER the expiration of 19 months I I The applicant has been 

' — ■ from the priority date and item 4 or 5, below, does not apply. I informed accordingly. 



4. I I The date of receipt of the demand is WITHIN the period of 1 9 months from the priority date as extended by virtue of 
I — I Rule 80.5. 



□ Although the date of receipt of the demand is after the expiration of 19 months from the priority date» the delay in arrival 
is EXCUSED pursuant to Rule 82. 



For International Bureau use only ' 



Demand received from IPEA on: 



Form PCT/IPEA/401 (last sheet) (July 1998; reprint July 2000) 



Legaisur 2000. Form PCTDEM gee Notes to the demand form 



NT COOPERATION TREA 



From the 

INTERNATIONAL PRELIMINARY EXAMINING AUTHORITY 



To: CLARENCE A. GREEN 
PERMAN & GREEN. LLP 
425 POST ROAD 

FAIRHELD; CONNECTICUT 06430 



PCX 



SEP 1 7 2001 



NOTIFICATION OF TRANSMITTAL OF 
INTERNATIONAL PRELIMINARY 
EXAMINATION REPORT 

(PCX Rule 71.1) 





Yday/mo^h/^ir) 13 SEP 2001 


Applicant's or agent's file reference 
770P009542WO 


IMPORTANT NOTIFICATION 


International application No. 
TCT7uS0O/12721 


International filing date (day/ month/year) 
09 MAY 2000 


Priority Date (day/month/year) 
' irM7m999" 


Applicant 

ASCOM HASLER MAILING SYSTEMS, INC. 



1. The applicant is hereby notified that this Interaational Preliminary Examining Authority transmits herewith the 
international preliminary examination report and its annexes, if any, established on the international application. 

2. A copy of the report and its annexes, if any, is being transmiued to the International Bureau for communication 
to all the elected Offices. 

3. Where required by any of the elected-Offices, the International Bureau will prepare an English translation of 
the report (but not of any annexes) and will transmit such translation to those Offices. 

4. REMINDER 

The applicant must enter the national phase before each elected Office by performing cenain acts (filing 
translations and paying national fees) within 30 months from the priority date (or later in some Offices)(Article 
39(l))(see also the reminder sent by die International Bureau with Form PCT/IB/301). 

Where a translation of the international application must be furnished to an elected Office, that translation must 
contain a translation of any annexes to the international preliminary examination report. It is the applicant's 
responsibility to prepare and furnish such translation directly to each elected Office concerned. 

For further details on* the applicable time limits and requirements of the elected Offices, see Volume II of the 
PCT Applicant's Guide. 



Name and mailing address of the IPEA/US 
Commissioner of Patents and Trademarks 
Box PCT 

Washington. D C. 20231 
Facsimile No. (703) 305-3230 



Autliorized officer 
ELLA COLBERT 



Telephone Nb. (703) 308-7064 



Form PCT/IPEA/416 (July 1992)* 



^^ATENTCOOPERATIONTREATY 

From the 

INTERNATIONAL PRELIMINARY EXAMINING AUTHORITY 



To: 

CLARENCE A. GREEN 
PERMAN & GREEN, LLP 
425 POST ROAD 
FAIRFIELD. CT 06430 



pel 



OCT 1 



AND 



3 2000 

GREEN i 



NOTIFICATION OF RECEIPT 
OF DEMAND BY COMPETENT INTERNATIONAL 
PRELIMINARY EXAMINING AUTHORITY 

(PCT Rules 593(e) and 6 1 . 1 (b), first sentence 
and Administrative Instructions, Section 601(a)) 



Applicant's or agent's Hie reference 

42002-000026 



Date of mailing 
(day/monxhfyear) 



0 6 OCT 2000 



IMPORTANTNOTinCATION 



International application No. 

PCT/USOO/12721 



Intemaiional ^\X\n%^\z(dayfmonthfyear) 
09 MAY 00 



Priority ^\Aidayfmotahfyzar) 
13 MAY 99 



Applicant 

ASCOM HASLER MAILING SYSTEMS. INC. 



The applicant is hereby notified that this International Preliminary Examining Authority considers the following date as the dale 
of receipt of the demand for international preliminafy examination ofihc international application: 

19 SEPTEMBER 2000 (19.09.00) 



Huit date of receipt is: 

[y| the actual dale of receipt of the demand by this Authority (Rule 61.1(b)). 

I [ ihe acuial dale of receipt of the demand on behalfofthis Authority (Rule 59.3(c)). 

I I the date on which this Authority has, in response U) the invitation to correct defects in the demand (Form 
— PCT/IPEA/404), received the required corrections. 



I I ATTENTION: That dale of receipt is AFTER the expiration of 19 months from the priority date. Consequently, the 

elcction(s) made in the demand docs (do) not have the eiTect of postponing the cnliy into ihe national phase until 30 months 

from the priority dale (or later in some OlTices) (Article 39(1 )). Therefore, the acts for cniiy into the national phase must 
be perfonned within 20 months from the priority date (or later in some OfTices) (ArUclc 22). For details, see the PCT 
Applicant 's Guide, Volume II. 

I I (If applicable) This notification confirms the information given by telephone, facsimi le u^smission or in person on: 



4. Only where paragraph 3 applies, a copy of ihis notification has been sent to the International Bureau. 



Name and mailing address ofihc IPEA/ 
Assistant Commissioner for Patent 
Box PCT 

Washington, D.C. 20231 AttniRO/US 
Facsimile No. 703-305-3230 




PCTOpeFations^^^T6am 1 
Telephone n(703) 305-3675 (703) 305-3230 (fflX 



Form PCT/IPEA/402 (July 1998) 



^TENT COOPERATIOl^ TREA* 



From the 

INTERNATIONAL PRELIMINARY EXAMINING AUTHORITY 



To: 



CLARENCE A. GREEN 
PERMAN & GREEN. LLP 
425 POST ROAD 

FAIRFIELD. CONNECTICUT 06430 



PCX 



WRITTEN OMNIpNA, 

(PCTRuleL ^/^R 2 



7 2001 





Date of Mailing 

(day/month6'ear) £3 MAR 2001 


Applicant's or agent's file reference 
770P0095^21^O 


REPLY DUE ^ifl^ TWO months 

from the above date of mailing 



International application No. 
PCT/USOO/12721 



International filing date (day/month/year) 
09 MAY 2000 



Priority date (day/month/year) 
13 MAY 1999 



International Patent Classification (IPC) or both national classification and IPC 
Please See Supplemental Sheet. 



Applicant 

ASCOM HASLER MAILING SYSTEMS, INC. 



1. This written opinion is the ^^^^ 



(first, etc.) drawn by this International Preliminary Examining Authority. 



2. This opinion contains indications relating to the following items: 
I [ x| Basis of the c^inion 
n Priority 

in I j ^on-establishment of opinion with regard to novelty, inventive st^ or industrial applicability 
IV [ [ Lack of unity of invention 

Reasoned statement under Rule 66.2(a)(ii) with regard to novelty, inventive stq[> or industrial applicability; 
citations and explanations supporting such statement 



VI 



□ 



Certain documents cited 
Vn I I Certain defects in the international application 
Vni Certain observations on the international application 

The applicant is hereby invited to reply to this opinion. 
When? 



How? 
Also 



See the time limit indicated above. Th a a pplicant m a y, b # for » th a e xpiration of th a t tim a limit , r a qu s et this 
Authority to grant an axt e ncion ., cm Ruto 66 . 3(d) . 

By submitting a written reply, accompanied, where appropriate, by amendments, according to Rule 66.3. 
Fbr the form and the language of the amendments, see Rules 66.8 and 66.9. 



For an additional opportunity to submit amendments, see Rule 66.4. 
For the examiner*s obligation to consider amendments and/or arguments, see Rule 66.4 bisJ 
For an informal conmiunication with the examiner, see Rule 66.6. 
If no reply Is filed, the international preliminary examination report will be established on the basis of this opinion. 

4. The final date by which the international preliminary 

examination report must be established according to Rule 69.2 is: 13 SEPTEMBER 2001 ■ 





Name and mailing address of die IPEA/US 

Commissioner of Patents and Trademarks 
Box PCT 

Washington. D.C. 20231 
Facsimile No. (703) 305-3230 


Authorized officer 

Telephone No. (TO3) 308-7064 



Form PCT/IPEA/408 (cover sheet) (July 1998)* 



WRITTENOPINION 



Intei^Proal application No. 
PCT/USOO/12721 



I. Basis of the opinion 



1. With regard to the elonents of the international application:* 
[x] the international application as originally filed 
nn the description: 

pages L:? 

pages NONE • 

pages NONE 



, as originally filed 



filed with the demand 



filed with the letter of 



the claims: 

pages 

pages 

pages 

pages 



10-15 



NONE 



NONE 



. as originally filed 

. as amended (together with any statement) under Article 19 
. filed with the demand 



NONE 



. filed with the letter of 



[x1 ^-he drawings: 

pages ^ 

pages 

pages 



NONE 



, as originally filed 



NONE 



. filed with the demand 



fx] the sequence listing part of the 

^agtBi ption: NONE 

pages NONE 

pages NONE 



filed with the letter of . 



_ . as originally filed 
filed with the demand 



filed with the letter of 



2. With regard to the language, all the elements marked above were available or furnished to this Authority in the languaee in which 
the international appbcation was filed, unless otherwise indicated under this item. 

Tliese elements were available or furnished to tliis Authority in the following language which is: 

I I the language of a translation furnished for the purposes of international search (under Rule 23.1(b)). 
Q~the lanpa"ge of ^ p the international application (under Rule 48.3(b)). 

I I the language of the translation furnished for the purposes of international preliminary examination (under Rules 55.2 and/ 
or 55.3). 

3. Fith regard to any nucleotide and/or amino acid sequence disclosed in the international application, the written opinion was 
drawn on the basis of the sequence listing: 

□ contained in the international application in printed form. 

I I filed together with the international apphcation in computer readable form. 

I I furnished subsequently to this Authority in written form. 

I I furnished subsequently to this Authority in computer readable form, 

□ The statement that the subsequently furnished written sequence listing does not go beyond the disclosure in the 
international application as filed has been furnished. o b j 

I I The^stalen^ent that the infonnation recorded in computer readable form is identical to the writen sequence listing has 

4 fx] The amendments have resulted in the cancellation of: 

CHI the description, pagpg NONE 

Q the claims. Nos NONE 

He] the drawings, sheets/fig NONE 



This opinion has been drawn as if (some of) the amendments had not been made, since they have been considered to go 
teyond the disclosure as filed, as indicated in the Supplemental Box (Rule 70.2(c)). 

* Replacement sheets which have been fiunished to the receiving Office in response to an invitation under Article 14 are referred to 
in this opinion as "originally filed". 



Form PCT/IPEA/408 (Box I) (July 1998)* 



WRITTEN OPINION 



Int^MR^nal application No. 
PCT/USOO/12721 



V. Reasoned statement under Rule 66.2(a)(u) with regard to novelty, inventiye step or industrial applicability; 
citations and explanations supporting such statement 



1 . statement 

Novelty (N) 

Inventive Step (IS) 
Industrial Applicability (lA) 



Claims 8-14, 16-18, 26-30 and 33-35 



Claims 1-7, 15. 19-25. and 32 



Claims NONE 



Claims 1-35 



Claims 1-35 



Claims NONE 



YES 
NO 

YES 
NO 



YES 
NO 



2. citations and explanations 

Claims 1-7. 15. 19-25, and 32 lacks novelty under PCT Article 33(2) as being anticipated by US 5,841.865 (SUDIA) 24 
November 1998. 



As per claims 15. 19, and 32, Sudia teaches, a memory for storing records associated with the devices (col. 13, lines 52-65). 
and input element for receiving from a selected device a request for configuration through the communications network with 
die request including coded information (col. 13, lines 49-52), a processor responsive to the request for locating a record 
associated with die selected device, and verifying an identity of die selected device based on die coded information with die 
record including second information concerning a selected configuration (col. 13, lines 37-48), and an output element for 
providing through the communications network to die selected device information objects for realization of the selected 
configuration based on the second information when the identity of the selected device is verified (col. 13, lines 49-52). As per 
claim 19, Sudia further teaches, storing records associated with the devices (col. 15, lines 15-25) and receiving from a selected 
device a request for configuration duough a communications network widi the request including code information (col. 15, lines 
28-49 and col. 16, lines 46-55). 

As.per.claims 2_and.20,_Sudia. teaches, die coded information- including encrypted information concerning the identity- of the 
selected device (col. 2, lines 46-66). 



As per claims 3 and 21, Sudia teaches, the encrypted information concerns a serial number of the selected device (col 3 lines 
19-52 and col. 8, lines 18-24). 



As per claims 4 and 22, Sudia teaches, the encrypted information is encrypted in accordance with a public key algorithm (col. 
27, luies 13-33). 

As per claims 5 and 23, Sudia teaches, the coded information including a digital signature resulting from ciyptographically 
(Continued on Supplemental Sheet.) 



Form PCT/IPEA/408 (Box V) (July 1998)* 




OPINION 




application No. 



9 



PCTAJSOO/12721 



Supplemental Box 

(To be used when the space in any of the preceding boxes is not sufficient) 
Continuation of: Boxes I - VIII 



TIME LIMIT: 

The time limit set for response to a Written Opinion may not be extended. 37 CFR 1.484(d). Any response 
received after the expiration of the time limit set in the Written Opinion will not be considered in preparing die International 
Preliminary Examination Report. 



CLASSinCATION: 

The International Patent Classification (IPC) and/or the National classification are as listed below- 
IPC(7): G06F 17/30 and US CL: 707/1; 380/28, 29, 37, 277, 280, 281. 282. 284; 354/550; 705/401; 713/200. 



V. 2. REASONED STATEMENTS - CITATIONS AND EXPLANATIONS (Continued): 
signing at least part of the request (col. 27, lines 40-55). 

As per claims 6 and 24. Sudia teaches, the information objects include software components (col. 11, 35-44). 
As per claims 7 and 25, Sudia teaches, the information objects include data (col. 4, lines 58-66). 



Oaims 8-14,16-18,26-31, and 33-35 lacks an inventive step under PCT Article 33(3) as being obvious over US 
5,841, 865(SUDIA). 

As per claims 8 and 26, Sudia teaches, storage for storing a cryptographic element (col. 16, lines 12-32). a processor for 
generating a request including coded information for verification by the server of an identity of the apparatus, die coded 
information being generated using the cryptographic element (col. 16, lines 46-55), and a memoiy (col. 13, lines 53-65). Sudia 
did not teach an interface for receiving information objects for configuring die apparattis from the server through die 
communications network when die identity of die apparattis is verified by die server or a loader for directing die information 
objects to be loaded in die memoiy in accordance widi a plan, but it would have been obvious to one having ordinary skill in 
the art-at die-time die invention was made to have an interface for reiving infbrinatioii oT die objects for configuring die 
from die server dirough die communications network and a loader for directing the information to die objects to be loaded in 
die memoiy because die interface connects to die server at a point so diey can work widi each odier in receiving information 
objects and die loader loads die executable code of a program into memory to direct die information objects to be loaded. 

As per claims 9,16, 27, and 33, Sudia teaches, die ciyptographic element includes a private key (col. 4, lines 5-19). 

As per claims 10 and 28, Sudia did not teach, the request is automatically generated on an initial power up of the apparatus, 
but it would have been obvious to one having ordinary skill in die art at die time die invention was made to have die request 
automatically generated on an initial power up because die sender cryptographic device uses an algoridun to encrypt the 
message when loaded with the cipher key for the session of the communication. 

As per claims 1 1 and 29. Sudia teaches, coded information including a digital signature resulting from cryptographically 
signing at least part of die request (col. 27. lines 40-55). 

As per claim 12, Sudia did not teach a franking system but it would have been obvious to one having ordinary skill in the art 
at die time die invention was made to have a franking system because diis system has die signature of the sender on a franked 
mail serving in place of a postage stamp and unmistakably evident. 

As per claims 13 and 30. Sudia teaches, die information objects include software components (col. 11, lines 35-44). 
As per claims 14 and 31, Sudia teaches, die information objects include data (col. 4, lines 58-66). 

As per claims 17 and 34, Sudia teaches, the first identifier includes a serial number of die selected device (col. 3, lines 19-52 
and col. 8, lines 18-24). 

As per claims 18 and 35. Sudia teaches, die first information is encrypted in accordance with a public key algoridun (col. 27, 



lines 13-33). 



Form PCT/IPEA/408 (Supplemental Box) (July 1998)* 



WRITTEN OPINION 


International application No. 
PCTAJSOO/12721 


Supplemental Box 

(To be used when the space in any of the preceding boxes is not sufficient) 


Continuation of: Boxes I - VIII 


Sheet 11 



Claims 1-35 meets the criteria set out in PCT Article 33(4). because this system can be used to remotely configure a secure 
communications network such as in a government organization where information is considered business sensitive. 



NEW CITATIONS 

NONE 



Form PCT/IPEA/408 (Supplemental Box) (July 1998)* 



PATENT COOPERATION TKKAllf 



From- the RECEIVING OFFICE 



To: 



ALEX L. YIP 
P.O. BOX 670425 
FLUSHING NY 11367 



NOTIFICATION OF THE INTERNATIONAL 
APPLICATION NUMBER AND OF THE 
INTERNATIONAL FILING DATE 

(PCT Rule 20.5(c)) 



Date of mailing 
{day /month/year) 



1 2 m 2000 



Applicant's or agent's file reference 

42002-000026 



IMPORTANT NOTlHCA'nON 



International application No. 

PCT/USOO/ 12721 



International filing date {day/monMyear) | Priority date (doflmonOUyear) 

09 MAY 00 I 13 MAY 99 



Applicant ASCOM HASLER MAILING SYSTEMS. INC 

Title of the invention TECHNIQUE FOR SECURE REMOTE CONFIGURATION OF A 
SYSTEM 



The applicant is he«by notified that the intematbnal application has been accorded the intemational application number and 
die international filing date indicated above. 

The applicant is fiirdter notified diat the record copy of the international application^ ^ ^qqq 

was transmitted to die International Bureau on — 

l-l has not yet been transmitted to the International Bureau for the reason indicated below and a copy of dtis 
I — ' notification has been sent to die International Bureau* 

|— I because die necessary national security clearance has not yet been obtained. 

j [ because {reason to be specffied): 



• The International Bureau monitors die transmittal of die lecord copy by die receiving Office and *^„*Pf^"^ 
T^,i* S rcT/lB/3m) of iu receipt. Should die tecord copy not have been received by die expirauon of 14 mondis fn,m 
die priority date, die International Bureau wUl notify die applicant (Rule 22. Uc)). 



0^ 



3. 



FOREIGN TRANSMITTAL LICENSE INFORMATION 



Completed by: ^< 



Aoditional license for foreign transmittal not required. This subject matter is covered ^ "^f "/f/^^^^^^ 
granted on die equivalent U.S. national application. Refer to diat license for mformauon concerning .te scope. 
Q License for foreign transmittal not required^37 CFR^lHeXO or 37 CFR 5.1 1(e)(2). However, a license may 



□ 



be required for additional subject matter. See 37 CFR 5.15(b). 
37 CFR 5.15(a) 



Foreigp^transmitial license granted. 35 U.S.C. 184; 37 CFR 5.11 



(date) 



I I 37 CFR 5.15(b) 



Name and mailing address of the receiving Office 
Assistant Commissioner for Patents 

wTshi^^on, D.C. 20231 Atm: RO/US 

Facsimile No. 



Authorized officer 

FeliciaLavvrencB^ ^ ' 
PCT Operations- lAPDTeam 1 
T...nHnne gp3)305^3675 (703) 305-3230 PX) 



Form PCT/RO/105 (July 1992) 



PATENT COOPERATION TREATS 



From ihe RECEIVING OFFICE 




To: 



ALEX L. YIP 
P.O. BOX 670425 
FLUSHING NY 11367 



NOTIFICATION CONCERNING PAYMENT 
OF PRESCRIBED FEES 

(PCT Rules 14, 15 and 16 and Administrative 
Instructions, Sections 304(a) and (b) and 323(b)) 



Date of mailing 
{day/month/year) 



1 2 JUN 2000 



Applicant's or agem's file reference 

42002-000026 



PAYMENT DUE 



See item 3 for time limits 



International application No. 

PCT/USOO/12721 



International filing date/Date of receipt 

(day/month/year) qq 



I Priority date {day /month/year) 
13 MAY 99 



Applicant ^^^Q^ Hf^lER MAILING SYSTEMS. INC. 



1. The applicant is hereby notified that this receiving Office has received: 

0^l«payii«tofallthepn^ □ an oveipaymcm. which will be refunded in due course. 

n no or insufficient payment of the prescribed fees and the applicant is hereby invited to pay the balance due, as 
I I summarized under item 2, within the time limit(s) indicated under item 3. 



Balance 



Total fees payable Amount paid 

[ I The details of the calculation are given in the Annex. 

3. Time ljmit(s) for payment and amounts) payable (Rules 14.1, IS.4and 16.1(l»: 

□ within ONE MONTH from the date of receipt of the international application (for die transmittal fiM (if any), the 
search fee. the basicfee and the designation fee). The amoum payable for each fee is the amount applicable on the date 
of rtceipt of the international application. 

within ONE YEAR from the priority date ««4r for the designation fee and only if this time limit expires later than the 
^ tfdie dLiS^^^ fee is paid within one month from the date of receqjt of the international application, the amount 

of the international application, die amount payable is die amount applicable on die date of payment. The receivmg 
Office should be consulted for the applicable amount. 

the fee is paid within that time limit. 



□ 



□ 



4. Additional observations (if necessary): 



□ 



TTie search copy will not be transmitted to die International Searching Audiority until die search fee is paid (therefore 
die stort of die international search will be delayed)(Rule 23 .1(a) and (b)). 



Name and mailing address of the receiving Office 
Assistant Commissioner for Patents 
Box PCT 



Washington, D.C. 20231 
Facsimile No. 



Attn: ROAJS 



Authorized officer •/ P\ 

Felicia Uwrence--;^ i 
PCTOperations- lATOTeam 1 
Telephone i<?03) 305-3675 (703) 305-3230 (RMQ 



Form PCT/RO/102 (January 1999) 



^PVTENT COOPERATION TREAT 



From the RECEIVING OFFICE 



To: 

ALEX L YIP 
P.O. BOX 670425 
FLUSHING. NY 11367 

■ 

1 


PCX 

INVITATION TO CORRECT DEFECTS IN 
1 tit. INTERNATIONAL APPLICATION 

(PCT Articles 3(4)(i) and 14(1) and Rule 26) 


Dale of mailing « ^ 11 Iki nn/Sf\ 

(day/momkyear) J J(J^ ZQUU 


Applicant's or agcni's file reference 

42002-000026 


from ihe above dale of mailing 


Fniemaiional applicaiionNo. 

PCT/USOO/12721 


Iniemaiional filing date 

(day/monthyear) qQ MAY 00 


Applicant " 

ASCOM HASLER MAILING SYSTEMS. INC. 




1. 



The applicani is hereby invited, within the limc limit indicated above, lo coircct ihe defects in the international appli 
t on as filed, the defeas specified on the attached 

Annex A 

Annex B1 (text matter of the international application as filed) 
Annex CI (drawings of the international application as filed) 

The applicani is hereby invited, wiihin the lime limit indicated above, to correct the defects in the translation of the 
international application furnished under Rule 1 2.3. ihe defects specified on the attached 
Annex A 

Annex B2 (text matter of the translation of the international application) 
Annex C2 (drawings of the translation of the international application) 



Additional observations (if necessary): 



HOW TO CORRECT THE DEFECTS? 



Correction must be submmed by filing a replacement sheet embodying the correcUon and a letter accompanying ihe replacement 
sheei, which shall draw aueniion to the dilTerence between the replaced sheet and the replacement sheet. A correction may be 
Slated m a leiusr only if ii is of such a nature that it can be transfen-ed from the letter to the record copy without adversely 
afTeciing the clarity and direct reproducibility of the sheet onto which the correction is to be transferred (Rule 26.4(a)) 



ATTENTION 



Failure to correct the deJecis will result in the international application being considered withdrawn by this receiving Oflu 
(see Rule 26.5 for further details). 

A copy of ihi.sinviiaiion and any aitachments has been sent lo the International Bureau 
and the Intemaiional Searching Authoriiy. 



Name and mailing address of the receiving OlTice 
Assistant Commissioner for Patent 

Box pcr 

Washington, D.C. 20231 Artn:RO/US 
Facsimile No. 703-305-3230 



FormPCT/RO/l06 (July 1998) 



Authorised oDlcei: 



*J^liSaLawrengg_J^ 
PCTOpeiatjoiis HAPOl^m 1 
Telephone fJg03) 305-3675 (703) 305-3230 (RAX) 



ANNEX a|| 


P^ORMPCT/RO/106 


Inle^^ 


B|l applicaiion No. 








^CT/USOO/12721 



The receiving OfTice has found the following defects in the international application as filed: 



As lo signature* of ihc iniemaUonal applicaiion (Rules 4.1 5 and 90.4), ihe requesi: 

a. Q is noi signed. 

b. n isnoisignedbyallapplicams. 

c. □ is noi accompanied by ihe siaiemeni referred lo in ihe checic iisi in Box No. VIII of ihe requesi explaining ihe lack 

of ihe signature of an appiicani for ihe designation of ihe IJniicd Siaics of America 
is signed by what appears lo be an agent/common reprcscniaii vc bui 

ihe iniemaiional applicaiion is noi accompanied by a power of atiorncy appoiniing him 
□ Ihe power of aiiomey accompanying ihe iniemaiional applicaiion was noi signed by all ihe applicants, 
c. Q oxher (specif): 



* All applicants musi sign, including in veniors if ihcy arc also applicants (e.g. where ihe United Slates of America is designated). 



2. As to indications concerning the applicant, the requesi (Rules 4.4 and 4.5): 
a. I I does not properly indicate ihc applicant's name {specif): 



does not indicate the applicanrs address, 
c . Q does noi properly indicate ihe appl icani's address {specif): 

d Q docs noi indicate the appl icani's nationality. 

e. Q does not indicaie the applicant's residence. 

f. o\hcr (specif): 



3. As lo Ihe language of certain elements of the iniemaiional application, oiher than the description and claims ( Rules 12 1(c) and 
2(»3ter(a) and (c)): 

a. Q the req uest is not in a language which is boih a language accepted by ihis receiving Onice and a language of publication, 
which is (are): 



^' CD matter of the drawings is not in ihe language in which the iniemaiional application is lo be published, which is: 



c. Q[] the abstract is nr t in the language in which the iniemaiional applicaiion is to be published, which is: 



4. The title of ihe invention: 

a. Q is noi indicated in Box No. I of the request (Rule 4.1(a)). 

is not indicated at the lop of the first sheet of ihe description (Rule 5. 1 (a)), 
c. □ as appearing in Box No. 1 of ihe request is not identical with the litle heading the description (Rule 5. 1 (a)). 

5. As lo ihe abstract (Rule 8 ) : 

ihe iniemaiional applicaiion does noi contain an abstract. 



Form PCT/RO/1 06 (Annex A) (July 1 998) 



ANNEX C 



FORM PCT/RO/106 



I applicaiion No. 

/USOO/12721 



The receiving Onice has found ihai, wiih regard lo the preseniaiion ol'ihe drawings of the international application as filed, the 
physical requiremcnLs are not complied with lo the exieni ihai compliance therewith is necessary for: 
I . SI rcasonally uniforan intcrnaUonal publication (Rules 1 1 and 26.3(aKi)) (defects lo be specified): 
Sheets containing drawings: 

the sheets do not admit ofdireci reproduction, 
the sheets are not free Jrom creases, cracks, folds, 
one side of the sheets is not lefi unused. 

ihe paperol'ihe sheets is noi flexiblc/su-ong/whiie/smooih/non-shiny/durablc. 
the drawings do not commence on a new sheet 
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(54) TiUe: TECHNIQUE FOR SECURE REMOTE CONFIGURATION OF A SYSTEM 



(57)-Abstract 

After a processor (133) controlled system hav- 
ing communications (145) capabilities is delivered to a 
user in its generic configuration, customization of the 
system is realized in accordance widi the invention by 
downloading thereto selected information objects, e.g., 
software components (135) and/or data, from a server. 
To avoid unauthorized (145) downloading of the se- 
lected information objects, certain information in a re^ 
quest for the objects by the system to the server (152) Is 
encrypted and/or cryptographically signed. Such infor- 
mation may be e.g., a serial number (129) identifying 
the system. If the server succeeds in decrypting the 
encrypted information and/or authenticating the digital 
signature, and thereby verifies the identity and legit- 
imacy of the system (139), the server downloads the 
selected information objects to realize the customiza- 
tion. 



130*^ SERVER 



'135 



UEUORY 



•137 



DATABASE 

139- HSYSTEM RECORD| 

139-2^ 



139-n Hsystem recoroI 



-143 



SOnWARE 
COUPONENT 
STORAGE 



145 



SERVER 
PRIVATE KEY 



--133 
— 141 




FRANKING SYSTEM 



109^ 



115-- 


HARDWARE 
COMPONENTS 




PROCESSING 
UNIT 




SRAM 


^111 








107^ 1 








NON-vouTiLi mm 

irl21 




SERIAL NUMBER 1^129 


1 BOOTER 1 1 SERVER PUBUC KEY I 1 SYSTEM PUBUC KEY |^ 125 


1 LOADER 1^123 




[SYSTEM PRIVATE KEY |^ 127 



r 



FOR THE PURPOSES OF mFORMATION ONLY 
Codes used to identify Slates party to the PCT on the front pages of pamphlets publishing intemational applications under the PCT. 



AL 


Albania 


E5 


AM 


Aimenta 


FI 


AT 


Austria 


FR 


AU 


Australia 


GA 


A2 


Atertnijan 


GB 


BA 


Bosnia and Hefzegovina 


GE 


BB 


Barbados 


GH 


BE 


Belgium 


GN 


BF 


Burkina Paso 


GR 


BG 


Bulgaria 


HU 


BJ 


. Benin 


IE 


BR 


Bnzil 


IL 


BY 


Delanis 


IS 


CA 


Canada 


IT 


CF 


Central African Rqniblic 


JP 


CG 


Congo 


KE 


CH 


Switzerland 


KG 


CI 


CAce d*Ivoire 


KP 


CM 


Cameroon 




CN 


China 


KR 


CU 


Cuba 


KZ 


CZ 


Czech Republic 


LC 


DE 


Germany 


U 


DK 


Denmailt 


L.K 


EE 


Estonia 


LR 



Spain 
Finland 
France 
Gabon 

United Kingdom 

Georgia 

Ghana 

Guinea 

Greece 

Hungary 

Ireland 

Israel 

Iceland 

Italy 

Japan 

Kenya 

KytTgyzstan 

Democratic Pec^le's 

Republic of Korea 

Republic of Korea 

Kazalcstan 

Saint Lucia 

Liechtenstein 

Sri Lanka 

Liberia 



LS 
LT 
LU 
LV 
MC 
MD 
MG 
MK 

ML 

MN 

MR 

MW 

MX 

NB 

NL 

NO 

NZ 

PL 

PT 

RO 

RU 

SO 

SE 

5G 



Lithuania 
Luxembourg 
Latvia 
Monaco 

Republic of Moldova 

Madagascar 

The former Yugoslav 

Republic of Maoedooia 

Mali 

Mongolia 

Mauritania 

Malawi 

Mexico 

N«er 

Netherlands 



SI 


Slovenia 


sx 


Slovakia 


SN 


Sen^al 


SZ 


Swaziland 


TD 


Chad 


TG 


Togo 


TJ 


T^jikKtan 


TM 


*nukmenistaii 


TR 


Ttofcey 


TT 


Trinidad and Tob^ 


UA 


Ukraine 


UG 


Uganda 


US 


United States of Ame 


UZ 


Uzbekistan 


VN 


Viet Nam 


YU 


Yugoslavia 


ZW 


Zimbabwe 



New Zealand 
Poland 
Portugal 
Romania 

Russian Meration 

Sudan 

Sweden 

Singapore 



wo 00/70503 PCT/USOO/12721 



10/009206 

Descrix.tion ^^10 Rec'd PCT/PTO Q 8 NOV 2001 

TECHNIQUE FOR SECURE REMOTE CONFIGURATION OF A SYSTEM 



Technical Field 

The invention relates to a technique for system 
configuration, and more particularly to a technique for 
remotely configuring a system through a communications 
5 network in a secure manner. 



Background of the Invention 

Use of processor- controlled (P-C) products, 
e.g., personal and hand-held computers, wireless 

10 information devices, postage franking systems, etc. is 
ubiquitous. However, people may utilize these P-C 
products differently to satisfy their individual needs. 
For that reason, P-C product manufacturers offer 
different options to customers for them to individualize 

15 the products. Typically, when a customer orders a P-C 

product from a manufacturer, he/she specifies the desired 

options- for the product . In response, the manuf acturer 

starts with a basic pre-assembled system having a generic 
configuration, and adds the specified options thereto to 

20 customize the system. The manufacturer then ships the 
resulting system to the customer to fulfill the order. 



Summary of the Invention 

The customization by manufacturers of P-C 

25 products described above is beneficial to a customer in 
that the customer pays only for the product having the 
configuration specified by him/her, without overspending 
on some product features which the customer does not 
need. However, I have identified certain aspects of the 

30 prior art practice as being particularly disadvantageous. 
For example, after selecting a P-C product, a customer 
needs to wait for the manufacturer customization, which 
may take a long time because of a backlog. It is 
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particularly frustrating for a customer after he/she 
spends much time selecting the desired P-C product in a 
store and cannot immediately bring home the product 
because of the need of the manufacturer customization. 
5 I have recognized that in the msoiuf acturer 

customization, the bulk of the time is expended on 
installing the software options specified by the customer 
in a basic system having a generic configuration. I have 
also recognized that most of the P-C products have a 
10 modem device therein or provide for similar capabilities 
for communicating data over a communications network. 
Thus, in accordance with the invention, the customer may 
be provided with the basic pre-assembled system having 
modem capabilities, and on his/her own download the 
15 specified software components onto the system from a 
server to customize the system. Advantageously, by 
shifting the customization burden onto the customer in 
accordance with the invention, the customer can be in 
possession of a P-C product as soon as the purchase 
20 thereof is consummated. In addition, the product 

-ganufacturer saves on. the .otherwise labor and— time for 
installing the software options for the customer. 

In accordance with the invention, a server is 
employed for configuring P-C devices through a 
25 communications network. Records associated with the 

devices are stored in the server. On initial power up of 
one such P-C device, the P-C device automatically 
generates a request for configuration thereof to the 
server through the commtuni cat ions network. This request 
30 includes coded information resulting from encrypting at 
least an identifier, e.g., a serial number, identifying 
the P-C device, or alternatively from cryptographically 
signing at least part of the request. In response to 
such a request, the server locates a record associated 
35 with the P-C device, and verifies the identity of the P-C 
device based on the coded information. The record 
includes second information concerning a device 
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conf iguration specified by the customer. Only when the 
identity of the P-C device is verified, does the server 
provide through the communications network to the P-C 
device information objects, e.g., software components 
5 and/or data, for realization of the specified 
configuration based on the second information. 

Brief Description of the Drawing 

Further objects, features and advantages of the 
10 invention will become apparent from the following 
detailed description taken in conjunction with the 
accompanying drawing, in which: 

Fig. 1 illustrates an arrangement for 
configuring a system in accordance with the invention; 
15 Fig. 2 illustrates the format of a system 

record stored in a server in the arrangement of Fig. 1; 
and 

Fig. 3 illustrates a routine for providing 
software components from the server to the system to 
20 realize a specified system configuration. 



Detailed Description * 

Fig. 1 illustrates an arrangement embodying the 
principles of the invention in which a processor- 

25 controlled (P-C) system may be customized through a 

communications network. By way of example, this system 
is illustratively a franking system, numerically denoted 
105, for generating postage indicia which serve as proof 
of payment of postage. 

30 In accordance with the invention, system 105 

when delivered to a user has a generic configuration, 
which includes processing unit 107 conprising one or more 
conventional processors, non-volatile memory 109, static 
random access memory (SRAM) 111, communications facility 

35 113 which includes a modem device or similar circuitry or 
network card, and necessary hardware components 115 for 
carrying out the generation of postage indicia. This 



wo 00/70503 




PCTAJSOO/12721 



-4- 



generic configuration allows subsequent system 
customization by the user to satisfy his/her individual 
needs. For exanple, in accordance with the invention, 
the user later may on his/her own integrate specified 
5 software options into system 105 to customize same. 
Thus, the manufacturer of system 105 in this instance 
does not customize the system for the user as in prior 
art. As a result, system 105 advantageously can be 
delivered to the user soon after the user places the 
.0 order thereof. At the same time, the manufacturer saves 
on the otherwise labor and time for customizing system 
105 for the user. 

Server 130, which may be administered and 
maintained by the manufacturer of system 105, provides 
5 through communications network 145 the specified software 
options to realize the user customization in accordance 
with the invention. Communications network 145 may be, 
e^g., the Internet, a telephone network or other public 
or private network. Server 130 includes processor 133, 
0 memory 135, and interface 141 for establishing a 
_ communica tion connection with the. systems served thereby, 
e.g., system 105. When the user orders system 105 with 
certain software and hardware options selected by the 
user, the manufacturer causes system 105 having a generic 
5 configuration and the selected hardware options delivered 
to the user. At the same time, the manufacturer causes 
server 13 0 to create a record therein, registering the 
selected software options and/or hardware options of 
system 105. Without loss of generality, in this instance 
0 the software options but not the hardware options are 
registered in such a record. To that end, database 137 
is maintained by server 130 in memory 135, which contains 
system records 139-1 through 139-N, associated with N 
different systems served by server 130, respectively, 
5 where N represents an integer greater than zero. Without 
loss of generality, let's assume here that system record 
139-1 is associated with system 105. 
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Fig. 2 illustrates the format of a generic 
system record denoted 200. As shown in Fig. 2, record 
200 includes field 203 containing a system public key for 
decrypting messages from the system associated with the 
5 record in a manner described below, field 205 containing 
a serial number assigned to the system for identifying 
same, and field 207 contains identifiers indicating the 
software options selected by the user. 

When the user receives the package containing 

10 system 105 having the generic configuration, and selected 
hardware components for realizing the hardware options 
specified by the user, the user connects the selected 
hardware components to system 105 pursuant to the 
instructions provided by the manufacturer. To realize 

15 the software options specified by the user, programs such 
as booter 121 including basic input/output system (BIOS) 
functions, and loader 123 are provided and pre-stored in 
non-volatile memory 109 in system 105. On initial power 
up of system 105 and connection thereof to network 145 

20 through communication facility 113, booter 121 is invoked 
- which— perf orms conventional system start-up functions 
which include, among others, causing loader 123 to be 
copied into SRAM 111 at a specified location to which a 
program vector points. Directed by the program vector, 

25 processing unit 107 executes the code of loader 123 in 
SRAM 111. 

Instructed by the code of loader 123, unit 107 
causes communications facility 113 to establish a 
communication connection with server 130 through network 

30 145. Unit 107 transmits a configuration request for 
software components from server 130 to realize the 
specified software options. However, in accordance with 
an aspect of the invention, security measures are 
implemented to ensure that system 105 is a legitimate 

35 system to receive the software conponents from server 
130. For example, a cryptographic methodology may be 
implemented to encrypt and/or crypt ographically sign 
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certain information in the request from system 105. The 
success by server 130 in decrypting the resulting 
encrypted information and/or authenticating the resulting 
digital signature verifies the identity and legitimacy of 
5 system 105. One such cryptographic methodology is the 
RSA methodology, named after its developers, Rivest, 
Shamir and Adleman. For details on the RSA methodology, 
one may refer to: R. Rivest et al., "A Method for 
Obtaining Digital Signatures and Public Key 
10 Cryptosystems, Communications of the ACM . Vol. 21, No. 
2, February 1978. The RSA methodology involves a piablic 
key algorithm which uses a private key and a pioblic key 
for data encryption. Unlike a private key which is 
securely protected from the public, a pxoblic key can be 
15 published and made known to the public. The keys for the 
RSA algorithm are generated mathematically, and are 
computational inverses to each other. The success of the 
RSA methodology depends on the use of very large numbers 
for the keys. 

20 Thus, for example, in implementing the RSA 

'^thodplogyJhere.,__a__key pair consisting- of system pxiblic 
key 125 and system private key 127 are assigned to system 
105, which are pre-stored in memory 109. In addition, as 
mentioned before a serial number, denoted 129, is 

25 assigned to system 105 to identify same, which is pre- 
stored in memory 109. In this instance, the 
aforementioned configuration request by system 105 
includes information concerning (a) system puJblic key 125 
and (b) serial number 129 which is encrypted using system 

30 private key 127 in accordance with the RSA methodology. 

Upon receiving the configuration request 
through interface 141, as indicated at step 302 in Fig. 
3, processor 133 at step 305 searches database 137 for 
any system record having field 203 thereof matching 

35 system public key 125 in the request. If no such record 
is found, processor 133 at step 308 denies the 
configuration request. Otherwise, if any such record 
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(e.g., record 139-1 associated with system 105 in this 
instance) is foxand, processor 133 at step 311 decrypts 
the encrypted serial number in the request using received 
system public key 125 or alternatively the matching 
5 system public key in field 203 of the record, in 

accordance with the RSA methodology. Processor 133 at 
step 314 determines whether the resulting serial number 
matches that in field 205 of the record. If they do not 
match, processor 133 at step 317 denies the configuration 

10 request. Otherwise, if they match, processor 133 at step 
320 reads from field 2 07 of the record the identifiers 
indicating the software options specified by the user for 
installation in system 105. Based on such identifiers, 
processor 133 at step 323 retrieves from software 

15 component storage 143 those software components for 
realizing the specified software options. To ensure 
secure transmission, and prevent unauthorized use, of 
such software components to system 105, processor 133 at 
step 326 encrypts the software components using server 

20 private key 145, in accordance with the RSA methodology. 
-. Processor -13 3- at- step 329- transmits the- encrypted 

software components to system 105 through the established 
communication connection. 

After receiving the encrypted software 

25 components, processing unit 107 in system 105 utilizes 
server public key 152, which corresponds to server 
private key 145 and is pre-stored in memory 109, to 
decrypt the received software components. The resulting 
software components, which contain software 

30 identifications (IDs) in their headers, are then loaded 
into SRAM 111, in accordance with a program vector table. 
This program vector table, e.g., in the form of a memory 
map, specifies the memory locations in SRAM 111 for the 
respective software components identified by their 

35 software IDs, and thus the order of execution of these 

software components. As processing unit 107 executes the 
downloaded software components, the specified software 
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options are real i zed - 

The foregoing merely illustrates the principles 
of the invention. It will thus be appreciated that those 
skilled in the art will be able to devise numerous other 
5 arrangements which embody the principles of the invention 
and are thus within its spirit and scope. 

For example, the invention is disclosed in the 
context of an initial configuration of system 105 after 
it is delivered to the user. However, it is apparent 
10 from the disclosure heretofore that the inventive 

methodology is equally applicable to a re -configuration 
of the system after the initial configuration. In that 
case, loader 123 can be re- invoked to download additional 
software components from server 13 0 to modify the initial 
15 configuration. 

Moreover, in the disclosed embodiment, software 
components are downloaded to system 105 from server 130 
to realize desired system options. It is apparent that 
selected data, e.g., those concerning the user and/or 
20 his/her preferences, may also be downloaded to the system 

to _customize_same . - . 

In addition, in the disclosed embodiment, 
server 130 maintains system record 200 for each system 
served thereby. The information in field 207 of record 
25 200 enables server 130 to keep track of the current 

configuration of the system. Server 130 may also rely on 
the software IDs of the downloaded software components to 
keep track of the current configuration of the system. 
Such software IDs may contain version numbers of the 
30 respective downloaded software components and may also 
form part of record 2 00. When any new versions of the 
downloaded software components become available, with the 
knowledge of the current version number of each 
downloaded software component in the system, server 130 
35 can effectively inform the user of such new versions for 
upgrading purposes. Moreover, the software IDs 
identifying the downloaded software components currently 
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installed in the system may also be cataloged and stored 
in the system itself. In that case, a re -configuration 
of the system can be accomplished in a more secure manner 
i by downloading additional software components together 

5 with an authorization code from server 130. As described 
in PCT International Publication No. WO 99/66422, 
published on December 23, 1999, such an authorization 
code may be derived by server 130 from, among others, the 
serial number of the system and new software IDs 

10 identifying the additional software components. After 
receiving the additional software coitponents including 
the software IDs in their headers, and the authorization 
code, the system independently generates an authorization 
code based on the received software IDs and the serial 

15 number stored in the system. Only if the generated 
authorization code corresponds to the received 
authorization code, is the system allowed to install the 
additional software components therein. 

Further, in the disclosed embodiment, the 

20 configuration request by system 105 includes information, 
e.g.-,— the-serial number— identifying system 105, which is 
encrypted. However, as mentioned before, such 
information may be crypt ographically signed using the RSA 
or other cryptographic methodology such as the digital 

25 signature algorithm (DSA) or Elliptic Curve algorithm, 
instead. In that case, the authentication of the 
resulting digital signature verifies the identity of 
system 105. 

Finally, server 130 and system 105 are 

30 disclosed herein in a form in which various functions are 
performed by discrete functional blocks. However, any 
one or more of these functions could equally well be 
embodied in an arrangement in which the functions of any 
one or more of those blocks or indeed, all of the 

35 fxinctions thereof, are realized, for example, by one or 
more appropriate memories, and/or appropriately 
programmed processors. 
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20 




Apparatus for serving a plurality of devices 
through a communications network, the apparatus 
5 comprising: 

a memory for storing a plurality of records 
associated with the devices, respect ively; 

an input element for receiving from a selected 
device a request for configuration thereof through the 
10 communications network, the request including coded 
information; 

a processor responsive to the request for locating a 
record associated with the selected device, and verifying 
an identity of the selected device based on the coded 
15 information, the record including second information 
concerning a selected configuration; and 

an output element for providing through the 
communications network to the selected device information 
objects for realization of the selected configuration 
based on the second information when the identity of the 
select ed -device i s--veri f ied— - — 



2. The apparatus of claim 1 wherein the coded 
information including encrypted information concerning 
25 the identity of the selected device . 



3 . The apparatus of claim 2 wherein the encrypted 
information concerns a serial number of the selected 
device . 

4. The apparatus of claim 2 wherein the encrypted 
information is encrypted in accordance with a public key 
algorithm. 

5. The apparatus of claim 1 wherein the coded 
information including a digital signature resulting from 
cryptographically signing at least part of the request. 
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6 . The apparatus of claim 1 wherein the 
information objects include software components, 

7. The apparatus of claim 1 wherein the 
5 information objects include data. 




Apparatus configurable by a server through a 



communications network, the apparatus comprising: 
storage for storing a cryptographic element ; 
10 a processor for generating a request which includes 

therein coded information for verification by the server 
of an identity of the apparatus, the coded information 
being generated using the cryptographic element; 

an interface for receiving information objects for 
15 configuring the apparatus from the server through the 

communications network when the identity of the apparatus 
is verified by the server; 
a memory; and 

a loader for directing the information objects to be 
20 loaded in the memory in accordance with a predetermined 
-plan. ^ — -- 

9. The apparatus of claim 8 wherein the 
cryptographic element includes a private key. 



10, The apparatus of claim 8 wherein the request is 
automatically generated on an initial power up of the 
apparatus . 



crypt ographically signing at least part of the request. 
12. The apparatus of claim 8 comprising a franking 



25 



30 



11. The apparatus of claim 8 wherein the coded 
information including a digital signature resulting from 



35 system. 



13 . The apparatus of claim 8 wherein the 
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information objects include software components. 

14 . The apparatus of claim 8 wherein the 
infonnation objects include data. 

5 

Apparatus for seirving a plurality of devices 
through a communications network, the apparatus 
comprising : 

a memory for storing a plurality of records 
10 associated with the devices, respectively; 

an input element for receiving from a selected 
device a request for configuration thereof through the 
communications network, the request including a 
cryptographic element, and first information concerning a 
15 first identifier identifying the selected device, the 
first information being encrypted; 

a processor for selecting a record based on the 
cryptographic element, the selected record including a 
second identifier and configuration information, the 
20 processor determining whether the second identifier 
corresponds—to the - first- identifier obtained by 
decrypting the first information using the cryptographic 
element ; euid 

an output element for causing the selected device to 
25 be configured based on the configuration information when 
it is determined that the second identifier corresponds 
to the first identifier. 

16. The apparatus of claim 15 wherein the 
30 cryptographic element includes a public key. 

17. The apparatus of claim 15 wherein the first 
identifier includes a serial number of the selected 
device. 

35 

18. The apparatus of claim 15 wherein the first 
information is encrypted in accordance with a public key 
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algorithm, 

A method for use in an apparatus for serving a 
4 plurality of devices through a conimuni cat ions network, 

5 the method comprising: 

storing a plurality of records associated with the 
devices , respectively; 

receiving from a selected device a request for 
configuration thereof through the commvmications network, 
10 the request including coded information; 

in response to the request, locating a record 
associated with the selected device; 

verifying an identity of the selected device based 
on the coded information, the record including second 
15 information concerning a selected configuration; and 

providing through the communications network to the 
selected device information objects for realization of 
the selected configuration based on the second 
information when the identity of the selected device is 
20 verified. 



20, The method of claim 19 wherein the coded 
information including encrypted information concerning 
the identity of the selected device. 

25 

21- The method of claim 2 0 wherein the encirypted 
information conceams a serial number of the selected 
device . 

30 22. The method of claim 2 0 wherein the encrypted 

information is encrypted in accordance with a public key 
algorithm. 

23. The method of claim 19 wherein the coded 
35 information including a digital signature resulting from 
cryptographically signing at least part of the request- 
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24 . The method of claim 19 wherein the information 
objects include software components. 

25. The method of claim 19 wherein the information 
5 objects include data. 



30 



35 



^ A method for use in an apparatus configurable 
by a 'server through a communications network, the 
apparatus including a memory, the method comprising: 
10 storing a cryptographic elements- 

generating a request which includes therein coded 
information for verification by the server of an identity 
of the apparatus, the coded information being generated 
using the cryptographic element; 
15 receiving information objects for configuring the 

apparatus from the server through the communications 
network when the identity of the apparatus is verified by 
the server; and 

loading the information objects in the memoiry in 
20 accordance with a predetermined plan. 



27. The method of claim 26 wherein the 
cryptographic element includes a private key. 

25 28. The method of claim 26 wherein the request is 

automatically generated on an initial power up of the 
apparatus . 



29. The method of claim 26 wherein the coded 
information including a digital signature resulting from 
cryptographically signing at least part of the request. 

30. The method of claim 26 wherein the information 
objects include software components. 

31. The method of claim 26 wherein the information 
objects include data. 
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A method for use in an apparatus for serving a 
plurality of dievices through a communications network, 
the method comprising: 

storing a plurality of records associated with the 
5 devices, respectively; 

receiving from a selected device a request for 
configuration thereof through the communications network, 
the request including a cryptographic element, and first 
information concerning a first identifier identifying the 
10 selected device, the first information being encrypted; 
selecting a record based on the cryptographic 
element, the selected record including a second 
identifier and configuration information; 

determining whether the second identifier 
15 corresponds to the first identifier obtained by 

decrypting the first information using the cryptographic 
element; and 

causing the selected device to be configured based 
on the configuration information when it is determined 
20 that the second identifier corresponds to the first 
identifier. 

33. The method of claim 32 wherein the 
cryptographic element includes a public key. 

25 

34. The method of claim 32 wherein the first 
identifier includes a serial number of the selected 
device . 

30 35. The method of claim 32 wherein the first 

information is encrypted in accordance with a pxiblic key 
algorithm. 
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